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EMAIL SECURITY SOLUTION IMPLEMENTATION 2

Abstract
PCP international has countless distribution centers across the USA with its headquarters
located in Atlanta, Georgia. During the 1st quarter of 2017, an email supposedly sent from the
firm’s Chief Executive Officer requested for some funds to become transferred to an offshore ac-
count. The fraudulent wire transfer saw the firm suffering from financial losses as it lacked effi-
cient and effective email security solutions. A third party conducted vulnerability assessment and
the findings indicated there was a need to have an e-mail security solution to prevent such future
security breaches. The implementation phases used in the process included;
Phase 1: Planning
¢ A third-party cybersecurity consultant conducted a vulnerability assessment
¢ Different technology tools that could perform the required functions were investigated.
e Estimated time for project completion was set.
Phase: Deployment
¢ All software and equipment required for implementation was procured
e The security tool was deployed first in a testing environment
¢ The tool was successfully deployed in the production environment it was successfully
tested
All configurations and procedures were documented
Phase 3: Review
Deployment was reviewed to ensure the security tool was working as required
The email security tool provided a security layer that helped in the filtering and limitation

of fraud and phishing numbers sent to the end-users.
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Email Security Solution Implementation
Introduction

Cybersecurity criminals have increased their attacks on businesses by coming up with
new means of stealing company data, including finances. Over the years, email compromise
breaches have tremendously increased. This calls for a need for organizations to come up with
email security tools that will assist businesses in filtering and reducing the email related attacks.
Project scope

PCP International suffered a cyber-attack following the non-existence of an effective and
reliable email security solution. The finances and information of a company must be protected
and to prevent such future attacks; there was a need to implement a cybersecurity solution. The
current project sought to explore the security threat’s magnitude, identification of the various
loopholes that allowed for the email breach and outline a solution that was cost-effective and fea-
sible towards solving the email security threat. PCP International being a large company, indi-
cated that the deployment of an email security solution was a complicated endeavour. The cur-
rent project aimed at elucidating the implementation phases, evaluation of the proposed solution
success and recommended various measures that PCP could engage in when monitoring its infor-
mation integrity (Bloomberg Invest, 2019). The project also ensured that it outlined a cost-bene-
fit analysis that was used in determining whether the implementation of the emails security solu-
tion was feasible or its costs outweighed the benefits. The project also researched other email se-
curity solutions and outlined why the selected proposal was chosen over the others. However, the
project did not focus on the entire company’s network and security models but was only limited

to the email security solution.
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Defense of the Solution

The number one communication method used by a good number of organizations,
whether internal or external, is facilitated via e-mail. Nonetheless, e-mail is also the number one
method that cybercriminals use when launching an attack in an organization. The methods used
by a cybercriminal in email intrusion are growing more dangerous, sophisticated and targeted.

The implementation of email security can seem unglamorous and old hat to most people
despite it being more crucial now than ever. One of the most common methods used in launching
email-based attacks is phishing. Identity theft criminals and hackers who want access to person-
ally identifiable information or financial data related to a company and its clients mostly launch
phishing attacks (Gavett et al., 2017). The introduction of email security solutions will enable a
company to avoid various business risks. A considerable number of risks mars the current busi-
ness environment and thus, sending unencrypted emails is not an option. Any stranger can easily
access unencrypted emails, and even competitors can use this information as a competitive ad-
vantage. Emails security solution will also help in the protection of private and confidential in-
formation (Nguyen, Rosoff & John, 2017). Personally identifiable information such as socials se-
curity number, bank account number, credit card information, among others, will be protected.
Email security solution will similarly enable the repudiation of any messages sent using an
email. An email security solution will help in preventing the likelihood of sending ransomware
messages. Various ransomware can block one’s screen and prevent one from accessing the com-
puter until a ransom is made (Pope, 2016). An email security solution will also eliminate the
likelihood of business email compromises. Business email compromise involves the hijacking of
various business email accounts and allows for the possibility of facilitating fraudulent wire

transfers. According to an FBI report, between 2013 and 2015, more than 7,000 businesses were
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affected by Business Email Compromise, which saw them lose more than $750 million. Accord-
ing to Rader & Wash (2015), $12.5 billion was lost as of December 2016 due to email related
fraud according to a report by the FBI. This indicates that through implementing and emails se-
curity solution, such losses will be minimized and eradicated

Methodology Justification

The email security solution methodology had to first comply with the various email com-
pliance regulations. One of the regulations is the HIPAA Act that was passed into law in 1996.
The HIPAA is the first law that aims at ensuring an individual’s health information is protected.
(Goldstein & Pewen, 2013). Organizations need to make sure that emails containing the health
information of people are protected. The second law that the email security solution adhered to
was the Gramm-Leach-Biley Act (GLBA) that was passed into law in 1996. The GLBA law
aimed at ensuring that Nonpublic Personal Information is protected (Lin & Li, 2017). This in-
cludes the consumers’ private financial data. The methodology had to comply with these two
laws, as the risk of non-compliance is substantial. An organization is subjected to penalties and
fines in case employees disclose customer information, the organization can suffer from reputa-
tion damages once it suffers from data breaches and the firm can lose money in the form of liti-
gations.

After determining the laws that govern email compliance, the implementation methodol-
ogy comprised of three key steps; Planning, Deployment, and Review. The planning phase was
crucial as it enabled the setting of plans that assisted in guiding the team through the project exe-
cution and closure phases. The plans that were created during this phase helped in the manage-
ment of time, costs, quality, risk, change, and other issues. It is at the planning phase that a third

party conducted a vulnerability assessment, which made it easier to identify the issue affecting
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PCP International. The second step of the implementation phase was deployment. In this stage, it
saw the purchasing of the software and equipment that was used in implementing the security so-
lution. The most important step in this phase is the testing of the email security solution. This
process aimed at ensuring the solution had no vulnerabilities or unexpected errors during deploy-
ment (Uddin & Anand, 2019). The review phase was the final step of the implementation
process. This step was crucial as it ensured that the tool was working effectively and meeting the
business needs it was supposed to satisfy.

Organization of the Capstone Report

The systems and process audit section will highlight the audit process that was carried out
before the project design phase. This section will not only highlight a technical audit but also the
business audit process. This process will also contain the problem statement, the causes of the se-
curity problem, the business impacts of the security problem and a costs benefit and risk analysis
of implementing the solution.

The functional requirements section will outline the requirements used in the designing,
developing, and imp of the project. This section will outline the various features that the end-user
will have access to and the standards, restriction an, technical and operational features that the
project must be met.

The methodology section will outline the various phases that were used in the implemen-
tation of the email security solution. It will include the following subsections; explanation of the
approach and defense of the approach.

The project design section will include the various steps used in the designing, develop-

ment, testing, and implementation of the email security solution. The project design phase will
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include the scope, assumptions, project phases, timelines, dependencies, resource requirements,
risk factors, important milestones, and deliverables.

The project development section will outline all the details of the entire development
stage, and they will include drafting the various hardware, software, architecture method dodgy,
resources, and results of the email security solution, both intangible and tangible.

The quality assurance section will focus on the various methodologies used in maintain-
ing quality control and will include the following subsections; the quality assurance approach,
and testing of the solution. Other sections will consist of the implementation plan that will out-
line the project rollout steps and resources used, the risk assessment section, post-implementation
support and issues and conclusion, outcomes and reflection about the entire project.

Systems and Process Audit
Audit Details

Following the security breach at PCP International, there was a need to carry out an audit
and determine the cause of the security breach. The security audit was enabled by carrying out a
vulnerability assessment that would help in the identification of all the loopholes that were ex-
ploited to allow for the security breach. The results from the vulnerability assessment were later
used in identifying and prioritizing the threat areas and hence knowing what was to be fixed. Ac-
cording to the vulnerability assessment results, the security breach was enabled through a phish-
ing email attack. The email was sent to one of the company employees purporting to be a request
from the CEO’s office. According to the message from the email, it requested the employee to
make a wire transfer to an unknown offshore account a request that the employee adhered to. An
audit of the finance department also revealed that the company lost some money after it was

transferred to the offshore account.
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Problem Statement

Cyber-attacks have been on the increase over the years. The primary tools used in gaining
access to information or finances from the organization has been the use of phishing emails
(Kleitman & Law & Kay, 2018). PCP International is a perfect example of an organization that
suffered a security breach resulting from a phishing email attack. According to Norris, Brookers
& Dowell (2019), the determination of the legitimacy or maliciousness of phishing emails is not
easy, and this is what has made them the most prevalent cyber-attacks tools. Phishing emails
have been crafted in such a manner whereby they appear to come from legitimate sources, and
this is what has determined their authenticity hard.
Problem Causes

The unavailability of an emails security solution at PCP International was the root cause
of exposing the firm to the negative impacts of phishing emails. Phishing emails appear as
though they have come from legitimate sources, and this makes it hard for one to determine
which is illegitimate or malicious (Kleitman et al.,2018). The employee, therefore, could not pin-
point the email’s sources due to the lack of and end-point authentication protocol (Williams,
Hinds & Joinson, 2018). The employee thought that he/she was following a directive from the
CEO to send the money, and this laid down a foundation for the occurrence of fraudulent under-
takings at PCP International.
Business Impacts

There is an increasing prevalence of email-related security frauds according to many
studies that have been carried out related to the impacts pf phishing emails. According to Ward-
man (2016), organizations have suffered from numerous losses amounting to millions of dollars

over the years. In 2013, there were over 450,000 phishing email related frauds according to the
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RSA, and this saw the companies losing more than $5 billion. The negative impacts of phishing
email attacks on companies do not just bring about monetary losses but also reputational dam-
ages and increased operational costs (Ragucci & Robila, 2006). A perfect example of financial
loss is the one encountered by PCP International after money was sent to an unknown offshore
account. A surge in operational costs resulting from an attempt to remove the phishing mail from
the domains is also brought about an increased financial burden. The answering of requests from
customers regarding the phishing email suspicion also brought about an increased financial bur-
den to PCP International (Jones et al., 2019). Reputational damage also affected PCP Interna-
tional as customers felt that their information was not safe.
Cost Analysis

The costs that were used in running the entire project were classified as labor, external
services, and IT operational expense that were grouped in system and software maintenance. Ac-
cording to Stine & Scholl (2010), the complexity and size of the network determined the mainte-
nance costs of the entire system, which was estimated at $20,000- $2,000,000. Mizza (2010)
cites that other expenses that would be incurred by the firm include administration and users set-
ting expenses that amounted to $5,000. The email security deployment costs formed the user set-
ting expenses. Exception and delegation management expenses also formed part of the costs in-
curred by the firm. The procurement of the equipment required for effective and efficient deploy-
ment of the email security solution amounted to $100,000. The DNS record configuration and in-
stallation costs amounted to $20,000. The total costs incurred to deploy the email security solu-
tion amounted to $127,000. The project also incurred other costs, which included labor expenses
and payments to the third-party firm that carried out the system audit. The payment rates for the

project team members included; project manager ($20/hr.), software administrator ($15/hr.), in-
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formation technology specialist ($10/hr.), and database administrator ($8/hr.). The project also
had two user experience professionals ($5/hr.). The project required the project manager for 700
hours, software administrator 700 hours, information technology specialist 500 hours, database
administrator 400 hours and user experience professionals 200 hours and this would lead to the

following costs;

Team member Cost per hour ($) Number of hours | Total cost

Project manager 20 (Farok & Garcia, J. 700 14000
2016).

Software administrator | 15 (Ruiz, R. 2016) 700 10500

Database administrator | 8 (Dube, N. 2016) 400 3200

Information technology | 10 (Dube, N. 2016). 500 5000

specialist

User experience profes- |5 (Ghaffarianhoseini, etal | 200 1000

sionals 2017)

Therefore, the total resource cost for the project team was $14,000+ $10,500+$ 3,200+ $ 5,000+
$1,000=$38,700. Additionally, the hiring of third party services to carry out the system audit was
added to the overall expense. The entire system audit period took a total of 14 days and the firm
was paid $500per day. For thel4 days, the firm’s accumulated costs were $ 7,000. Similarly,
other miscellaneous costs were estimated at $3,000 and these included meals, purchasing note-

books, pencils, erasers, laptops, and modems.
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Risk Analysis

There is a variety of email security solutions available in the market that could be de-
ployed at PCP International. Despite the email security solution preventing users from phishing
email attacks, it leaves them exposed to other forms of cyber-attacks. This is an indication that
the end-users were left exposed to a high number of other online-related attacks despite the solu-
tion being cost-effective. The mitigation of the other online-related threats requires a holistic and
sophisticated security solution in addition to the email security solution. The maintenance of the
email security solution also needed additional resources and a dedicated security team. The like-
lihood of the solution being declared ineffective was also high in the event the company did not
involve itself in regular security patching, periodic testing, and system maintenance.

Detailed and Functional Requirements

Functional (end-user) Requirements

According to Alsaleh & Haron (2016), the end-user requirements encompass what a user
would want the system to do. The email security solution must be user-friendly, an indication
that it must be easy to use. The user must have the ability to have quick access to standard fea-
tures and various commands. The system will also be one that does not malfunction or crash but
rather reliable. Similarly, the email security solution will be one that allows the users to use a
single sign-on session using one set of login credentials such as name and password to access the
email and other applications. This will enable the organization to mitigate the management of
multiple passwords and usernames. The email security solution should be one that will provide a
critical security layer when receiving and sending sensitive information. This will see the email
inbox is loaded up with an end-to-end email encryption service. Once an email is sent, a user

must first receive a private key that is unique to an account and use it in decrypting the email.
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Detailed Requirements

The new email solution will use the TCP/IP protocol. This network internet protocol is
used in specifying data exchange over the internet by providing end-to-end communications. The
main for relying on this type of network protocol is that it requires minimal central management,
and in case of any network or device failure, it has an automatic recovery process. The TCP/IP
protocol uses the client/server network architecture model, which was applied in the connection
of the hardware to the company network. The email solution will also be operated on the Win-
dows XP, Windows 7, and Windows 7 operating systems.
Existing Gaps

The main issue affecting PCP International is the lack of an email authentication proto-
col. Authentication refers to the process whereby an application can tell a user who the current
user is and if or not, they are who they claim to be. The authentication protocol will be able to in-
form one various attributes about the sender of specific emails and reveal their identity. In most
cases, in case the email fails the authentication process, it is filtered as a spam mail or rejected.
The lack of an email authentication protocol at PCP International is what allowed for the sending
of phishing emails. However, the email security solution aimed at ensuring that PCP Interna-
tional has an email authentication protocol in place. The answer will ensure it blocks malicious
or fraudulent emails such as spam and phishing. The email authentication protocol will relay in
basic standards such as DMARC, DKIM, and SPF and will help in supplementing the basic pro-

tocol used in sending emails at PCP International and other organizations, the SMTP protocol.
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Project Design

Scope

The project consisted of creating an email security solution for PCP International follow-
ing a security breach. The project was completed on September 30, 2019. The project will only
include proving an end-point authentication email protocol to protect the company from future
breaches. However, the project did not include providing PCP International with an entire system
network security plan.
Assumptions

The major assumption made by the project was that an end user at PCP international
could not differentiate between a legitimate and malicious email. Therefore, the employee at the
company ends up opening an email or responding to the email despite it containing a malware
that is used in accessing the company information.
Project Development Phases

The project comprised of many phases that ensured the implementation of the security
solution was effective. The first phase involved conducting a system audit by a third party that
would enable one to ascertain the full extent of the breach and its cause. The second phase was
requirements gathering, which involved the creation of a concise and clear agreed set of require-
ments gathered from various stakeholders that were used in determining their needs (Hassan et
al., 2016). The design phase involved determining the primary elements, success criteria and de-
liverables that would make the entire project attain its goals. The development phase indicates
that the project has already commenced and it is at the implementation and testing stages. The
quality assurance phase was used in testing the security solution and ascertain whether indeed it

is meeting its intended goals (Javed et al., 2012). The implementation stage saw the introduction
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of the email security solution at the PCP International network to prevent future attacks. The fi-
nal step was the post-implementation support that ensured there are continued support and main-

tenance of the email security solution.

Timelines
Phase Start date End date
System audit 1% February 2019 14" February 2019
Requirements gathering 20" February 2019 7" March 2019
Design 10" March 2019 10" April 2019
Development 15™ April 2019 31% April 2019
Quality assurance 2" May 2019 14" May 2019
Implementation 20™ May 2019 20™ June 2019
Post-Implementation support | 1* September 2019

Dependencies

The requirements gathering phase cannot begin before the system audit. It is crucial to
determine the security problem at PCP International before finding out the needs of the various
stakeholders. The design phase is reliant on the requirements gathering and system audit phases.
The design phase must have all information related to the security breach, which is provided by
the system audit phase. The data from the requirement-gathering phase will enable the design
phase to lay down plans and determine the number of resources required in meeting the stake-

holder needs. The development phase is dependent on the design phase for, after planning, the
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solution is now put into action. The quality assurance phase is dependent on the implementation
phase for the solution must first be implemented before its ability to perform the expected func-
tion can be determined.
Resource Requirements

The system audit phase required financial resources that were used in paying for service
costs to the third party organization. The requirement gathering phase financial resources neces-
sary used in catering for the entire process in the form of funding for the project team's daily ex-
penses. The requirements gathering phase also needed human resources in the form of the project
team and laptops used in recording the data. The design, development, and implementation
phases required necessary hardware required during the project included 2GB RAM, Intel Pen-
tium Processors, mouse or compatible pointing device, 256-colour or higher VGA monitor, WI-
FI routers and USB devices. The software included a firewall, antivirus, and email security gate-
ways. The team members included a project manager, software administrator, information tech-
nology specialist and database administrator. The phases also required financial resources
amounting to $127,000. The post-implementation support and maintenance required financial
resources that would be used in employing two employees who would ensure the email security
solution is always up-to-date.
Risk Factors

The major risk factor that affected the situation was compatibility. The likelihood of this
risk was 40%, and in case it occurred, it would force the company to purchase another email se-
curity software, and this would bring about additional costs. Some email security solution soft-
ware has limited OS support. Some of the software may end up not supporting server OS but are

only limited to client OS. Another risk factor is that the effectiveness of the email security solu-
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tion is highly reliant on its ability to detect emails with malware or from unknown sources. The
probability of this risk occurrence was 50%. The email security might still not flag some emails
as spam, and once an employee opens such emails, it would see the firm suffering from another
security breach. The security solution might, therefore, overlook some emails despite them being
suspicious.
Important Milestones
Milestones are vital, as they will give the project team and management some visibility

on the achievements made by the entire project’s progress (Umar & Alaskar, 2018). In case a set
milestone is not met, it will indicate the project is not adhering to the set plan, and thus, the man-
agement must implement corrective actions. When placing a milestone goal, it must be verifi-
able. Unverifiable milestones will make a project to lose its visibility and control. The significant
milestones for the project will include the following;
1. Concept Approval

Following the system audit by a third-party, the cause for the system breach was determined
as being intrusion via a phishing email. The project team laid down various solutions to solve
the security breach. The management had one week to decide which was the best solution for
managing any future security breaches. An approval from the management allowed the project
manager to process to a more detailed requirement definition. A project schedule was used in as-
certaining the success of this milestone as a response was required within a week (Eik-Andresen
et al.,2016).
2. Requirements Review

For the solution to deliver its services, it must first be decomposed into requirements. The

requirements will include the capabilities needed by a user in meeting his/her needs (San Cristo-
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bal et al., 2018). The requirements management milestone would ensure that any changes, re-
finement, documentation, and elicitation to the requirements are sufficiently managed during the
entire project lifecycle. The requirements review will take 21 days to ensure that all the user
needs and wants are fully documented and all necessary changes are made. The measurement
criteria for the requirement review will be requirements traceability. Through this process, it al-
lows one to understand why the particular requirements exist, the effect of any changes made,
determining the requirements are complete and prioritization of the requirements.
3. Preliminary Design

The requirements approved will be used in designing the solution’s architecture and deter-
mine whether it is the most suitable solution. In case the solution fully meets the user require-
ments, it is input into the detailed design process. The preliminary design process will take 21
days after the approval of the requirements and a project schedule will be used in measuring the
success of this milestone.
4. Ciritical Design Review

In this milestone, the detailed design of the solution is fully implemented into the system ar-
chitecture and thus it is approved and suitable for input into the development of the solution’s
code. The critical design review will take one month and a project schedule will be used in de-
termining the success of this milestone.
5. Test Plan and System Test Review

There is a need to test the solution and ensure that the solution fully meets its intended goals.
This milestone will see the formulation of test cases and test procedures. The measurement for
the test cases and test procedures will be determined by inputting them into an integration test-

ing. This process will take 14 days. Once the system has passed the testing procedures, it is now
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suitable for input into acceptance testing. The Plan-Do-Check-Act (PDCA) method will be used
in measuring the success of this milestone. The main reason for using this methodology is that it
allows for continuous improvement by resolving any problems that may arise in a process
( Sokovic, Pavletic & Pipan, 2010).
6. Operational Readiness Review and Solution Roll-out

Once the solution passes the acceptance testing, it is now suitable for deployment into its tar-
get environment. The solution rollout will take one week to ensure that it is effectively and effi-
ciently installed into the company’s computer network.
7. User training

Training users on how to use a new system is vital. The training will ensure that any form of
resistance developing among users is eliminated, and thus, they can embrace the new system.

The training process will take 14 days from the last system rollout day.

Deliverables

The email security solution was provided in form of a software product. The post-imple-
mentation support and maintenance were to be provided in the form of a document, which was
subject to review after every six months. Likewise, the employee-training manual on how to use
the email security solution was provided in the form of a document and a set of procedures that
were to adhere strictly.

Methodology

Approach Explanation

The implementation methodology comprised of three key steps; Planning, Deployment,

and Review. The planning phase was crucial as it enabled the setting of plans that assisted in
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guiding the team through the project execution and closure phases. The second step of the imple-
mentation phase was deployment. In this stage, it saw the purchasing of the software and equip-
ment that was used in implementing the security solution. The most important step in this phase
is the testing of the email security solution. This process aimed at ensuring the solution had no
vulnerabilities or unexpected errors during deployment (Uddin & Anand, 2019). The review
phase was the final step of the implementation process. This step was crucial as it ensured that
the tool was working effectively and meeting the business needs it was supposed to satisfy.
Approach Defense

The methodology selected for the implementation of this project is one that allowed for
the efficient maximization of time and resources. This approach provides a secure path for the
flow of information and secures client and company confidential information.

The approach is cost friendly as compared to implementing the entire security system in
an organization which can be very costly. This makes it more preferably as cutting costs is con-
cerned.

Its stronger as compared to installing antivirus in the system. Malicious software attacks from the
internet can’t affect the system unlike the antivirus installed programs which can prove to be a
weak point for intrusion.

This project contains a server which acts as the central point of the entire organization, and this
makes it easier for a software administrator to control data security and resources. Therefore, this
approach defends and secures the most confidential mail passages keeping the organization data

safe. Which makes it the best tool for data protection and security of an organisation.
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Project Development

Project development is a crucial phase in the entire project. The initial phases lay down a
foundation for the entire email solution development. To ensure that the development phases s a
success, there must be a detailed and comprehensive set of design specifications and proper
tools, standards and processes. The following deliverables will be required from the software de-
velopment phase;
Test data and analysis report

There is a need to ensure that sample test data is availed that will be used in testing the
email security solution. A record of the test, capabilities, and deficiencies of the system are re-
viewed
Integration document

It will outline the interaction and assembly of the software, hardware and other system
components to ensure there is proper functioning.
Updating the conversion plan

Following the introduction of the new system, there is need to outline how the data from
the old system will be migrated/converted into another software and hardware environment.
Updating the implementation plan

This will identify all the procedures that should be undertaken to ensure the email secu-
rity solution is implemented in the PCP International computer network.
System operations manual

The operations manual will be developed for the system administrator, which will outline
how the client/server applications will function with the new email security solution.

Release notes



EMAIL SECURITY SOLUTION 24

The notes will include summary information related to the current release of the new
email security solution and it will include any workarounds, problems, changes and new features.
Maintenance manual

There is a need to ensure that the system maintenance team has all the information neces-
sary to ensure the system is effectively maintained.

Training plan

There is a need to outline all the user training and technical requirements related to the
new system. The training needs will include determining how to operate, maintain and imple-
ment the email security solution successfully.

User manual

It is vital to ensure that a user manual is developed to make sure that the users are conver-

sant with the new system. This will provide a step-by-step procedure for accessing and using the

system

Hardware

Hardware

Processor-Pentium 4 or higher, Speed- 1 giga-

hertz or higher 32 bit or 64-bit processor

RAM- 1GB RAM for 32 bit and 2GB RAM

for 64 bit

Display- 1024*768 resolution
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card

Graphics Hardware- DirectX 10 graphics

Hard Disc Capacity- Approximately 3 GB

Software

Software

Windows XP Professional Edition (only 32 bit)
Windows Server 2012/2012 (64 bit only)
Windows Server 2008 (32-bit and 64-bit)
Windows 7 (32-bit and 64-bit)

Windows Vista (32-bit and 64-bit)

Avast antivirus software

Firewall

Email security gateways

Tech Stack

25

In order to set up a strong email security defense system, OSI information exchange pro-

tocols were employed. The OSI protocols comprise seven layers each having its protocols and

functions.

Number

Layer

Protocols

Description
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1 Physical Bluetooth, This layer is mainly
IEEE.802.11, DSL, focused on the hard-
OTN ware element of net-
working.
2 Datalink [EEE.802.3, HDLC, |The physical layer
ARP, ATM, SLIP sends data to this
layer
3 Network IGMP, AppleTalk, The devices used in
[Pv4 this layer include the
switches and routers.
It is the most impor-
tant OSI layer as it al-
lows for transferring
of data from one node
to the other.
4 Transport SCTP, DCCP, SPX, It enables the trans-
TCP mission of data to the
destination nodes
from the source.
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5 Session

L2TP, SAP, NetBIOS

It allows for the cre-
ation of a session in-
volving the destina-
tion and source nodes
and ends the commu-

nication process.

6 Presentation

MIMIE, SSL, TLS,

XDR

It allows for encryp-
tion and decryption. It
allows for data con-
version into a format
that the application

layer can read.

7 application

SMPP, SMTP, FTP,

HTTP

It is located at the user
end and allows the
user to interact with
various applications.
The major applica-
tions in this layer in-
clude email and file

transfer




EMAIL SECURITY SOLUTION 28

Architecture Details

A client/server architecture was used in configuring the hardware and network. In this
type of architecture, the resources and services consumed by the client are managed, hosted and
delivered by a server. All the computers are connected to a central server via an internet connec-
tion. The server acts as the heart of the entire organization, and this makes it easier for a software
administrator to control data security and resources.
Resources Used

During the implementation of the project, various resources were used. A resource is de-
fined as an item or person that is needed for project execution. Multiple resources can be used to
ensure a project is a success. (Selaru, 2012) The project used the following resources; services,
labor, equipment, materials, and money.
Services

The project required to hire a third-party service provider who would carry out the system
audit process to determine the cause of the security breach. Before outsourcing for a third/party,
there is, need to carry out a cost/time analysis and ascertain which tasks can be done in-house
and which require external providers. The outsourcing of third party providers falls under the
type of services or resources.
Labor

The labor resources comprise of the various staff who were used during the project. How-
ever, not all the staff will be used for the entire project and some will only be required during
certain phases of the project (Ballesteros-Perez et al., 2012). However, the project manager will

be involved from the start until end of the project. The other human resources required during the
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project included; software administrators, user experience professionals, information technology
specialists, and database administrators.
Equipment

The equipment included the various items that were needed to see the project is a success.
These included interactive whiteboards, monitors, computers, keyboards, servers, desks, office
furniture, telephones, and vehicles.
Materials

Material resources comprise of the consumables used during the project. They can also
form part of the project deliverables and in this project, office stationery was the main materials
used. Fuel was also used in transporting the third-party staff to and from the premises. Other ma-
terials used included the food that was consumed by the project management team.
Money

This forms the most common secondary type of resource in projects. It is used in the pur-
chasing, acquiring and maintaining all the other resources. The money used in the project was
based on a calculated budget estimation, which was set at $169,000.
Final Output

The tangible final output of the entire project was the formal acceptance from the client.
The official acceptance of the project is the acknowledgment of the project client or sponsor that
the required deliverables of the project have been met (Loudon, 2012). The formal project accep-
tance included the;
The Scope Statement

This outlines what the project was required to do, and it has four sections, justification of

the project that describes the business solution the project aimed at addressing. The second sec-
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tion is the project description that offers a summary of the project’s outcome. The third section is
the project deliverables that outline the various phases that were undertaken to ensure the project
was a success (Fernandes, Ward & Araujo, 2013). In this case, they included a user manual and
tutorial that would enable PCP International employees to understand how to use the new sys-
tem. The fourth section is the project objectives that outlines measurable criteria that ascertain
whether the project was a success.
Work Results Description

The final acceptance documentation includes the work results descriptions, which will
describe what the project produced.
Inspection procedures details

This will include documentation of what was done to ensure that the project fulfilled the
original scope. This will outline that the project has effectively been assessed and verified being
operational.
Solution acceptance form

This is a form that acknowledges the sponsor or clients accepted the work results of the
solution. The form requires the client o sign off, and it beats the clients and project manager’s
signatures.

Quality Assurance

Quality Assurance Approach

The Plan-Do-Check-Act (PDCA) method was the core quality assurance methodology
employed in the project. The main reason for using this methodology is that it allows for contin-
uous improvement by resolving any problems that may arise in a process. The first phase is Plan,

which involved identifying and analyzing the problem that might result from the solution and de-
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ciding which one to be tested. The DO phase involved testing the potential solution and measur-
ing the respective results. The Check phased determining to study the outcomes and measuring
whether they are effective and if the solution is efficient or not, and in case the solution was ef-
fective, the solution implemented in the Act phase. The acceptance criteria used during this
process was that
e Scenario: User logs into the email

Acceptance Criteria: Given that I am in a role as a registered user

When I open the “Email” page

Then the system shows me the list of all the sections

In addition, the system shows the “SPAM: folder on the left side of the screen.

When I click on the SPAM folder, I should be able to see a list of all suspicious emails
Solution Testing

Before carrying out the testing procedures, detailed user story and acceptance criteria
were first developed (Pandit & Tahiliani, 2015). The testers used the user stories in formulating
test cases. The test cases were later used in formulating workflows, boundaries and scenarios that
cover far what one thought possible. Benchmark testing was used in determining the perfor-
mance abilities of the new email security solutions. The performance measures were captured
each time a load test was carried out to allow for the making of any changes to the system with
an aim of determining whether there is an improvement to the system or degradation. When
benchmarking the system, user loads were loaded into the system amalgamated with security vi-
olations to determine its performance benchmark.
Scenario: Users send malicious emails to the system

Acceptance Criteria:
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As registered users, malicious emails were sent to selected employee inboxes

once an employee opens the “Email” page, the interface should display various email compo-
nents.

The user opens the “SPAM?” folder.

It should contain a list of spam mails.

If this is not the case, the solution is ineffective, and its performance is poor

Implementation Plan

Strategy for the Implementation

There are varieties of project implementation strategies, and some of them include; agile,
scrum, Kanban, Lean, waterfall and PMBOK/PMI. Selecting the best project methodology is key
to the success of the entire undertaking. In case of a waterfall, it is a traditional-based methodol-
ogy, and this makes it inefficient in modern-day and age. The methodology selected for the im-
plementation of this project is one that allowed for the efficient maximization of time and re-
sources in this case Agile methodology. Agile allows for the breaking of the entire project into
smaller phases and they are later prioritized by the project team depending on their level of im-
portance Agile project methodology is value-driven and it is all about embracing change. Being a
software-related project, it can constantly change, and through agile, one can make the changes
even during the development phase. The focus of the team when using agile methodology is a
continuous adaptation, rapid feedback and adhering to a committed schedule that ensures the en-

tire project is delivered on time
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Phases of the Rollout

The rollout phase is the final phase of any IT related project cycle. The first step of the
roll-out phase is identifying the inputs, and they include; the conversion plan, operations instruc-
tions, rollout plan, and end user documentation. The second step is conducting the key activities,
and they include performing a readiness check, conducting the system conversion, performance
of production monitoring and documentation of potential enhancements. The third step is cre-
ation of the outputs, and the final step is meeting the milestones after the post conversion review
document is completed.
Details of the Go-Live

The project manager will create the outputs with the first phase being change requests
that outline any documentation that will outline procedures for system enhancement and prob-
lems that might be encountered. The post-conversion review document will describe how the
system conversion process went — following the completion of the post-review completion doc-
ument, meeting the milestone. At this point, the conversion team and end-users signed-off the
post-conversion review document to indicate that the system was converted successfully. This is
the final step of the rollout phase, and this showcases that the project manager has completed the
project, and it is given to the client.
Dependencies

The email security solution had to be implemented and be operational before the employ-
ees could access their emails. No employee was allowed to reply or open suspicious mail before
the security solution was implemented. Such emails had to be forwarded to the system adminis-

trator and software administrator.
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Deliverables

The intangible deliverables included an email security solution, increased employee con-
fidence and job satisfaction, reduced company operational costs, increased and more positive
public image, and reduced cyberthreats. The tangible deliverables included gap analysis reports,
design presentations, inspection reports, Gantt charts and a whitepaper developed by the project
team to help stakeholders understand how to use the new features.
Training Plan for Users

The employees at PCP International were trained on how to distinguish between legiti-
mate and malicious emails. They were also trained on the importance of maintaining information
security and how they can help to ensure the company is not affected by future security breaches.
The project manager, the system analyst, conducted the training sessions and software adminis-
trator one week after the project was completed.

Risk Assessment

Quantitative and Qualitative Risks

With the implementation of the new solution, it will introduce additional work features
and the likelihood of employee resistance to the solution is very high. Similarly, the inability to
detect some legitimate emails is still probable though the risk is moderate. There is also a 50%
probability there will be a need to increase the operational budget at PCP to cater for the new
employees and maintenance of the system. The risk of hackers getting past the email security so-
lution has a 25% of occurring.
Cost/Benefit Analysis

There will be a 95% decrease in malicious attacks at PCP, and in case PCP does not pre-

vent the malicious attacks, it will bring about a 35% increase in its operational costs. Increased
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operational costs will force PCP International to cut down on the number of its employees by
25% if it wants to make profits. However, this is not expected as the firm will have gained a neg-
ative public image and it is expected to see a 10% decline in its customer numbers every two
months. However, by implementing the system, PCP International will witness an increased cus-
tomer number of 25% after three months and a 15% increase in its quarterly revenues.
Risk Mitigation

The prevention of employee resistance will be mitigated by ensuring they are part of the
entire process from the planning until the implementation phase. This will make employees feel
like they are part of the entire project. To prevent an increase in the operational budget, there will
be a need to ensure that the email security solution is meeting its goals and objectives. The only
rollback plan to the original implementation plan is implementing an entire company-wide infor-
mation security system. The main advantage of this is that it will protect the entire system form
all forms of attacks. However, the disadvantage is that it will be more expensive to implement
and will take more time.

Post Implementation Support and Issues

Post Implementation Support

The new system will feature an automatic installation of the new version before the end-
of-service date of the current system being used at the organization. There will be a continuous
checking for bugs and vulnerabilities in the system and necessary patches made to ensure the
system can prevent any phishing emails from reaching the company employee inboxes.
Post Implementation Support Resources

There will be a need to have financial, software and human resources. The financial re-

sources will be used in purchasing a new version of the software and paying for the required li-
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censes. Similarly, there will be a need for having the respective software that acts as an email se-
curity solution. The human resources will be required to ensure there is continued maintenance
of the software, as cyberattacks tend to become sophisticated daily hence a need to ensure there
is an effective email authentication process (Al-Mashhadi & Albeich, 2017).
Maintenance Plan

The short-term maintenance will feature three types of maintenance; corrective, adaptive
and perfective. Corrective maintenance involves the correcting of any discovered errors in the
software immediately; it has been delivered (Singh & Goel, 2007). Adaptive maintenance in-
volves ensuring that the software is still operational within a changing environment. Perfective
maintenance involves the improvement of the software attributes, enhancements for users, and
software maintainability (Hatton, 2007). Long-term maintenance will include ensuring there is
an upgrade to a new version after every six months. Testing of the software will also be carried
out after three months to check for bugs and vulnerabilities.

Conclusion, Outcomes, and Reflection

Project Summary

Cyber-attacks are the major impediments towards organizational success in the current
technologically driven world. PCP International suffered from a major security breach that saw it
lose its finances to criminals. This project aimed to formulate and implement an email security
solution that would prevent any such future happenings at PCP International. The implementa-
tion of the email security solution was divided into various stages. During the system audit
phase, a vulnerability assessment was carried out to determine the cause of the security breach at
PCP. The audit revealed that a phishing email was used in causing fraudulent undertakings at

PCP International. Requirements gathering phase allowed for the collection of information form
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stakeholders at PCP, in this case, the management and employees. The design phase was used in
laying down a foundation for the implementation and determining all the resources that would be
required during the entire project. The quality assurance phase allowed for assessing the quality
of the entire solution and ensuring it would perform the required function. The last phase of the
project was the post-implementation support and maintenance that would ensure there was a con-
tinued and continuous review of the solution and ensure it is updated to meet its goals and objec-
tives.
Deliverables

The major deliverables submitted with the project included the network architecture that
was used in configuring the hardware and network at the company. The company employed a
client/server network architecture that allows clients to receive and send requests from and to a
central server. The sever awaits for a client to make a request and responds to them. The client/
server network architecture does not requires a user to have an awareness of the various hard-
ware or network providing the respective service. The clients are mostly located at workstations
while the servers are located in other locations at the network.
Outcomes

Following the loss of money at PCP international, a substantial number of employees
feared to access their emails. This saw the company operations facing huge backlogs from client
requests and even orders. However, after implementing the project, the employees were confi-
dent in accessing their emails, and thus the firm resumed back to its normal day-to-day opera-
tions. The company was able to prevent any more cyber-related attacks associated with phishing
emails. The company also had a platform upon which they could authenticate the various emails

getting into the employee mailboxes and ascertain whether they are legitimate or malicious.
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More importantly, the company was able to resume back its public reputation as clients and cus-
tomers were confident in the organization’s ability to protect its information from cyber-attacks.
The project was also able to prevent any financial losses resulting from fraudulent activities and
increased operational costs. The successful implementation of this project was one of the most
significant breakthroughs I have made this year.
Reflection

From this project, I have learned how one can drive change and build something from
scratch. It is also vital for one to break large work processes into small processes and organiza-
tional structures to get the desired results. I have also learned how people adapt to change and for
one to become a champion in any project, being action-oriented and anticipating problems much

earlier is vital.
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Appendix A

Client/Server Network Architecture
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